NHOPOPMAIIMOHHASA ITAMATKA JJISA OBYYAIOHINUXCSA

C KaxJpIM TOJOM MOJIOZICKH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJILHUKHU OJTHU
U3 CaMbIX aKTUBHBIX NOJIb30BaTeNe Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEHW, WMHTEpPHET HEceT M MpoOJjeMbl. DTa THaMsATKa JOJDKHA MOMOYb Tebe
0€301acHO HaXOUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnploTepHsiii  BUpPYC - 3TO Pa3sHOBUIHOCTH KOMIBIOTEPHBIX MPOTpamM,
OTIMYUTEIHHOH OCOOCHHOCTHIO KOTOpPOHM SBISETCS CIOCOOHOCTh K pPasMHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT MOBPEIUThH WU MOJHOCTbIO YHUUTOXKUTH BCE (hailiibl
U JaHHble, TOJKOHTPOJBHBIC IOJB30BATENI0, OT HMEHH KOTOporo OblUla 3amyIieHa
3apa)k€HHas MNpOrpaMMa, a TaKKe MOBPEIUTh WM JaK€ YHUUYTOXKUTH OINEPALMOHHYIO
CUCTEMY €O BceMHU (aiijamMu B LeJoM. B OONBIIMHCTBE CIydaeB pPacHpOCTPaHSIOTCS
BHUPYCBHI YEPE3 UHTEPHET.

MeTopl 3aUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Micniosib3yii COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPHE3HBII YPOBEHD
3aIIUTHI OT BPEJOHOCHBIX MIPOTPAMM;

2. [locTostHHO ycTaHaBnuBai mauTu (HU(POBBIE 3aIUIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C IEJIbI0 JIOPabOTKM MpPOrpaMMbl) W JIpyrue OOHOBJICHHSI CBOEH
onepanuoHHOM cucteMbl. CkaunBai UX TOIBKO ¢ oUIIMANIBHOrO caiita pazpadotrunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMIbIOTEpPE TOJ MpaBaMu [OJb30BATENs, a HE
aIMUHUCTpATOpPa. OITO HE TMO3BOJMUT  OOJBIIMHCTBY  BPEJOHOCHBIX  IPOrpaMm
MHCTaJUIMPOBATHCA HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Viconb3yit aHTUBUPYCHBIE TTPOTPAMMHBIEC TTPOAYKThI U3BECTHBIX MPOU3BOIUTEIICH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuydb PU3NYECKUMA TOCTYI K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIHII,

6. Mlcrionp3yil BHENIHUE HOCUTENN WH(MOPMAINH, TaKhe Kak ¢Jiemka, TUCK Wi (aiin
13 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMNbIOTEpHBIEC (haiiibl, MOJIYYCHHBIC U3 HEHAJC)KHBIX MCTOUYHUKOB.
Jlaxxe Te (aitipl, KOTOphIE MPUCIIAl TBOW 3HAKOMBIH. JIydilie yTo4HH y HEro, OTIPABIISII JIH
OH Tebe ux.

Cerun WI-FI

Wi-Fi - 570 He BU nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH/I, MapKa.
Eme B 1991 rony Huaepiasjckass kommnaHus 3apeructpupoBana Oopeng "WECA", uro
obo3Hauasio  cimoBocouetanue "Wireless  Fidelity"”, kortopelii nepeBomuTcs  Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHH Joluia apyras abOpeBuaTypa, KoTopas SBISETCS TaKOW ke
TexHosorueit. 910 abopemarypa "WIi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha
CTaHIApPT BBICIICH 3ByKOBOW TexHUKW Hi-Fi, 9410 B mepeBome o3Ha4yaeT "BhICOKas
TOYHOCTB".

Jla, GecrutaTHbIM MHTEPHET-I0CTYH B Kae, OTEeNAX U a3pOonopTax SBISETCS OTIAMYHOM



BO3MOKHOCTBIO BBIXO/Ia B HHTEpHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi ceTtu He siByIsitOTCSE 0€30TIACHBIMH.

CoeThl 110 O0e30macHOCTH pabOTHI B 001Ie0cTynHbIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuunHyro nHbopmanuio depe3 obriemoctymasie Wi-Fi ceTn.
Pabotas B HUX, *KeJlaTeTbHO HE BBOJIUTH MAPOJIH JOCTYTIA, JOTHHBI U KAaKWe-TO HOMEPA;

2. cionp3yii 1 OOHOBJISI aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMayep. Tem caMbIM Thl
o0e3omnacHIb ceds OT 3aKaukKy BUPyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnone3oBanun Wi-Fi otkimroun ¢yHkmmro "OOmmit moctynm k Qaiinmam u
npunTepam". JlanHas (QYHKIUS 3aKphITa 10 yMOJTYAHHWIO, OJHAKO HEKOTOPHIS
MOJIb30BATEH aKTUBUPYIOT €€ JIsl yA00CTBa HCIIOIb30BaHMs B paboTe min yueoe;

4. He ucnonb3yii nyonuunsiii WI-FI nns nepenaun TUYHBIX JaHHBIX, HAIPUMED IS
BBIXO/Ia B COITMATBHBIC CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnionb3yii TonmpKO 3ammuineHHoe coequHenune yepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-aapeca BBoau umenHo "https://";

6. B MoOmnpHOM Tenedone orkmoun  dynkmuio  "Tlogkirouenue k- Wi-Fi
aBToMaTruecku'". He momyckaii aBTOMaTn4eckoro moJaKI0YeHus ycTpoiicTBa K ceTsim Wi-
Fi 6e3 TBoerO cornacusi.

CouuajbHbie ceTH

CornuanbHble CETH aKTUBHO BXOJISIT B HAIIly U3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT
TaM TOCTOSIHHO, a B Facebook y»ke 3apernctpupoBan MuiuHap]] YEJIOBEK, YTO SIBISCTCS
OJHOM CEObMOM BCEX MKUTEJIECH IUIaHEeThl. MHOTHME MOJIb30BAaTEIM HE IMOHMMAKOT, 4YTO
nHpopmalusi, pa3MeIIeHHasT WMU B COLMAIBHBIX CETAX, MOXKET ObITh HaliiecHa U
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHUCJI€ HE 00513aTEIbHO C OJaruMu HaMEPEHUSIMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COI[UATIBHBIX CETSX:

1. Orpannyb CHOUCOK JApy3ed. Y TeOs B JPYy3bsAX HE JOIKHO ObITh CIyYalWHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuinai cBOX 4acTHYIo ku3Hb. He ykasbiBaii maponu, TenedoHsl, aapeca, naTy
TBOETO POXIEHUA W JPYIyIO JIMYHyI0 uUHOOpMaIuoo. 3JI0yMBIIUICHHUKA MOTYT
MCIIOJIH30BaTh JIayKe MHPOPMAIIUIO O TOM, KaK Thl U TBOU POJUTENH TUIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. amuInail CBOI0 peryTaIuio - Aep>KU €€ B YUCTOTE U 3ajaBail cebe BOPOC: XOTeN
OBI ThI, YTOOBI IPYTHE MOIH30BATEIN BUJCIH, YTO ThI 3arpyxaenib? [lomymait, npexae yem
YTO-TO OIYyOJIMKOBATh, HAMKCATh U 3aTPy3UTh;

4. Ecny Thl TOBOPULIB C JIFOJIBMU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEATIBbHOE
HUMsI ¥ IPYTYIO JIMYHYIO MH)OPMALIMK: UM, MECTO KUTEJIbCTBA, MECTO y4eObl U IIpoUee;
N36erait pazmerenus potorpaduit B UntepHerte, rae Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOU MOKHO OIPEAEIUTH TBOE MECTOIOJI0KEHUE;

1. [Ipu peructpauuu B COLUMAIBHOW CETH HEOOXOJIMMO HCHOJIb30BATh CIOKHbBIE
Mapojx, COCTOSIINE U3 OYKB U LIU(PP U C KOJINYECTBOM 3HAKOB HE MEHee §;

2. JIns conMalbHOM CeTH, MOYTHl U APYTUX CANTOB HEOOXOAMMO HCIOJB30BaTh
pasHbpie maponu. Toraa ecnu TeOs B3IOMAIOT, TO 3JIOYMBINUJICHHUKH MOJydYaT JOCTYM
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHBbIE JeHbIH

DJEKTPOHHBIE IEHBIU - 3TO OYEHb YJOOHBIN CIOcO0 IMIaTeKel, 0JTHAKO CYIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MNOJIYYUTh 3TH JACHBIU.

DJEeKTPOHHBIE IEHBI' MOSBUIUCH COBCEM HEJIABHO U UMEHHO M3-3a 3TOrO0 BO MHOTUX
rocy/1apcTBax J0 CHUX IOp HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe OHUM (PYHKIMOHUPYIOT M O HUX YX€ IPOIHCAHO B 3aKOHE, IJIE UX
pa3aesAloT Ha HECKOJIBKO BHJIOB - AaHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOIUTH ONepanui 6e3 uAeHTH(PUKAIIH
MI0JIb30BATEIs], @ B HEAHOHUMHBIX WICHTU(UKAIINS MTOJIH30BATENS SBISETCS 0053aTeIbHOM.

Taxxe  crmemyer — pa3nuuyaTh — DJIEKTPOHHbIE  (uUaTHBIE  JCHBIU  (paBHBI
TOCY/IapCTBEHHBIM BajJiOTaM) U OJJIGKTPOHHbIE HePHUATHbIE JEeHbIHM (HE pPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C 3IEKTPOHHBIMU JE€HbIAMU:

1. [IpuBsbxu k cuety MOOUITBHBIN TelnedoH. ITO caMblil yTOOHBINA U OBICTPHIN CI1OCO0
BOCCTAaHOBUTh JIOCTYN K cuery. [IpuBsizaHHbIN TenedoH MomMoxkeT, ecinu 3a0yelb CBOM
IUIATEXHBIA ApOJIb WM 3aiiIelIb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnionb3yii onHopaszoBble naponu. [locne nepexona Ha yCUIIEHHYIO aBTOPU3ALIMIO
TeOe yKe He OyJEeT yrpoKaTh ONACHOCTb KpaXKu WM IiepexBaTa IJIaTeKHOTO MapoJis;

3. BeiOepu cnoxubiii nmaposs. IlpectynHukam Oyzner He HMPOCTO yrajaTh CIOKHBIM
naposib. HaznexxHele maponu - 3TO Hapoiid, KOTOpbIE COAepkaT HE MEHee 8 3HAKOB U
BKJIFOUYAIOT B €0 CTPOUHBIE M IPOMUCHBIE OYKBBI, IIU(PPHI U HECKOIBKO CHMBOJIOB, TAKHE
KaK 3HaK JoJuiapa, pyHTa, BOCKJIMIATEIbHbIN 3HaK 1 T.11. Hanpumep, $tRONG!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HAa CaliTaX, KOTOPHIM HE JTOBEPSICIIIb.

DJIEKTPOHHAA MOYTA

OJIEKTPOHHAs TOYTa - OTO TEXHOJOTHMA W MPENOCTABISIEMBIE €H0 YCIYyTH 10
MEPEChUIKE M TMOJYYEHHUIO DJIIEKTPOHHBIX COOOIICHHM, KOTOpBIE paCHpelesstoTcs B
KOMITbIOTEpPHOU ceTH. OOBIYHO AJIEKTPOHHBIN MOYTOBBIA SIIIUK BBITJISIUT CJIEAYIOIAM
oOpazoM: UMsI_TOJIb30BaTEIA(@UMs_JIoMeHa. Takke Kpome Tepenadyd MPOCTOrO TEKCTa,
UMEEeTCsl BO3MOXKHOCTh TIepeiaBaTh (haiiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh NpaBUIIBHBIN TOYTOBBIN CepBUC. B MHTEpHETE €CTh OTrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATh TEM, KOTO 3HAEIlbh U
KTO IEPBBIN B PEUTHHIE;

2. He yka3piBali B JIMYHON mouTe nWYHYIO HHopMauuito. Hampumep, myuiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" umum "pok2013" BmecTo "Temal3";

3. MUcnonib3yli ABYXATalHYK) aBTOPHU3AIMIO. DTO KOTJa MOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, MpUChIIaeMblid 1o SMS;

4. Bp16epu ciokHBIN Maposib. [ KaXX0ro MOYTOBOIO SIIMKA JOJXKEH ObITh CBOU
HAJIC)KHBIN, YCTOMYUBBINA K
B3JIOMY NIapOJIb;

5. Ecinu ecTh BO3MOXXHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATY
BO3MOXHOCTB;

6. Mlcrionb3yl HECKOJIBKO IOYTOBBIX SIIIMKOB. IIepBbIA 11 4aCTHOM IEPENHCKU C
ajpecaTaMu, KOTOPbIM Thl JIOBEpsCIllb. DTO JIEKTPOHHBIN aJpec HE HAJAO0 UCIOIb30BaTh



P perucTpanuu Ha (popymax u canTax;

7. He oTkpriBaii (haiisibl 1 Apyrue BIOKEHHUS B MUChbMaX, JaKe €CJIU OHM MPHUILIH OT
TBOUX Jpy3el. JIydlie yTOUHH y HUX, OTIPABIISUTH JIU OHU TeOe 3TH (Dailibl;

8. [locne oxoHuaHus paOOTHI Ha MOYTOBOM CEpPBHCE IEpe]] 3aKphITHUEM BKIQJKU C
caiiToM He 3a0y/Ib Ha)KaTh Ha "BeritTu".

Ku6epOyajimHr uiv BUPTYaJbHOE U3/1€BATEJIbLCTBO

KubepOymmmHT - mpecienoBaHne COOOIICHUSMHU, COJEP)KAIIUMHA  OCKOPOJICHUS,
arpeccuro, 3alyTrMBAaHME; XYJIUTAHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C IOMOIIBIO
pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pHOE C KHOSPOYITUHIOM:

1. He Opocaiics B 60it. JIyumuii cnoco0: moCOBETOBATHCS Kak ce0si BECTU U, €CJIM HET
TOTO, K KOMY MO>XHO OOpaTUThCS, TO BHAYaJIe yCIOKOUThCS. ECAM Thl HAUHEIIb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUSI, TO TOJIBKO eI1e 0O0JIbIIe pa30XiKellb KOH(IUKT;

2. Ynpanisi cBoel KHOeppermyTaimei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIlecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJUTaHCKuW 00pa3 BUPTyaldbHOU >ku3HU. HTEpHET duKCUpyeT
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJleT KpailHe 3aTpyIHUTEIBHO;

5. Cobumrozaii CBOKO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupy#i enuHuuHbId HeraTuB. OIHOPA30BBIE OCKOPOUTENbHBIE COOOIICHUS
Jdy4uie UrHopupoBath. OOBIUHO arpeccus NpeKpamiaeTcs Ha Ha4ajabHOUM CTalnu;

7. ban arpeccopa. B mnporpamMmmax oOMeHa MIrHOBEHHBIMH COOOIIECHUSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKM OTHIPABKM COOOILIEHUH C
ONpeaeIeHHBIX aJPECOB;

8. Ecim Th1 cBuaerens kubOepOysimHra. TBOWM JEHCTBHS: BBICTYNUTH TMPOTHUB
npecieaoBaTes, 0oKa3aTh €My, YTO €r0 JICMCTBUS OLIEHUBAKOTCA HETaTUBHO, MOJJEPXKATh
KEPTBY, KOTOPOM HyXHa ICHXOJIOTUYECKass IOMOIlb, COOOIIUTH B3pPOCIBIM O (QakKre
arpecCUBHOIO MMOBEJCHUS B CETH.

MooOuabHbIi TesaedoH

CoBpeMenHble cMapTQOHBI M TUIAHIIETHI COJEpKAaT B cebOe BIIOJHE B3POCIBIiA
GbyHKIIMOHAT, ¥ TENEPh OHU MOTYT KOHKYPHPOBATh CO CTAlMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeACTB 3alTUTHI JJIS TIOJJOOHBIX YCTPOWCTB MOKAa OYCHBb Mayio. TecTupoBaHUE U
MOWCK YS3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTCHCHBHO, Kak s [IK, To e camoe
KacaeTcsl 1 MOOMTBHBIX TIPHIIOKCHHH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YKe TPaKTUYSCKH JOTHAIM HACTOJIbHBIE
aHaJIOTH, OJHAKO pacuiMpeHre (PyHKIMOHANa BiIeUeT 3a coOOW OOJNBIIYIO CIOXKHOCTh U
MEHBIITYO 3alTUIICHHOCTD.

Jlaneko He Bce TPOMBBOJUTENN  BBIMTYCKAIOT OOHOBJICHHS, 3aKPBHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISi CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JJIs1 0€30MAaCHOCTH MOOUIILHOTO Tese(oHa:

Huuero He sBisieTcss mo-HacTosAmEMy OeCIUIaTHBIM. Byab OCTOpPOKEH, Belb KOTa
Tebe mpeIararoT
OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TJIATHBIC YCIIYTH;



Hymaii, npexne yeM otnpaButb SMS, ¢oto mnu Bugeo. Thl TOUHO 3HACIHIb, T/I€ OHU
OyIyT B KOHEUHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE POrPaMMBbl 11 MOOMIIBHBIX TEJIE(POHOB;

He 3arpy»aii npuj1oKeHNs OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT COJEPKaTh
BPEJOHOCHOE MPOrpaMMHOE 00€CTICUEHNUE;

[Tocne Toro kak Thl BBIAJEIUIL C caiiTa, rJe BBOAWI JUYHYIO HH(POPMAIINIO, 32U B
HACTpOIKHN Opay3epa u ynanu COOKIes;

[lepuoauyecku npoBepsiii, KAKUE MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEpP MOOWIJIBHOTO Tele(oHa TOJIBKO JIFOASM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSCIIIb;

Bluetooth nomkeH OBITH BBIKJIIOYEH, KOTIa THI UM HE MOJIb3yenibesi. He 3a0biBait
WHOT/Ia MpoBepATh 3T0. Online urpni

CoBpeMEHHbIE OHJANH-UTPBl - 3TO KPAacOYHbIE, 3aXBaThIBAIOIIUE pa3BICUYCHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Mrpoku ucciaeayroT JTaHHBIA UM
MUp, OOIIAIOTCS JAPYr C JIPYroM, BBIMOJHSIOT 3aJaHus, CPa)KalOTCS C MOHCTpaMH U
MOJIYyYarOT OMBIT. 32 yIOBOJILCTBUE OHU ILIATSAT: MOKYHAIOT JIMCK, OIJIAYMBAIOT A0OHEMEHT
WM IPUOOPETAIOT KAaKUe-TO OIIIUU.

Bce aTu cpencrtBa uayT Ha MOAAEPKAHUE W PA3BUTHE UIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE MATYU
(g poBbIE 3aIIATKH JIJIs1 IPOrPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HBIX UTrpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KpaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPU3ALMK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Ecnu papyroil urpok BeaeT ceds IMUIOXO WM CO3/1aeT Tebe HEeNpUsITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. [loxkanyiics aaMUHUCTpaTOpaM WIPbl HA IUUIOXO€ MOBEACHUE 3TOr0 HUIPOKa,
YKEJATEIbHO MPWIOKUTh KaKhe- TO I0KA3aTeIbCTBa B BUJIE CKPUHOB;

3. He yka3sbIBaii TuuHyt0 HHQOpPMAIKIO B podaiiie urpsi;

4. YBaxkail Ipyrux y4aCTHHUKOB I10 UIPE;

5. He ycranaBnuBaii HeoUIManbHbIC TATIH U MOJIBL;

6. Mcnonb3yl CIIOKHBIE U pa3HbIE M1APOJIH;

7. Jlaxxke BO BpeMsi UIPbl HE CTOMT OTKJIIOYATh aHTUBUpYC. 1loka ThI Urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIEHT WM KPajKa JMYHBIX JAHHBIX

OOBIYHOM Kpa)kel JeHer M JIOKYMEHTOB CErOJHS Yy)K€ HHUKOIO HE YJIMBHIIbL, HO C
pPa3BUTHEM HWHTCPHETTCXHOJIOTMI 3JIOYMBIIIJICHHUKHA TIEPEMECTHUINCh B HMHTEPHET, M
MPOJIOIKAIOT 3aHUMATHCS " TIOOUMBIM" JIEJTIOM.

Tak mosiBIIIach HOBasl yrpo3a: MHTCPHET-MOIICHHUYECTBA WA (DUIIUHT, TIaBHAS
IIeJIb KOTOPOTO COCTOWT B IOJYYCHHH KOH(MHICHITMAIBHBIX TaHHBIX ITOJIh30BaTECH -
JIOTMHOB U mapoJjei. Ha anrmmiickom si3pike phishing uuraercs kak ¢ummnr (ot fishing -
pBIOHAs JIOBJISL, PASSWOrd - mapoJin).

OCHOBHBIE COBETHI 110 00pHOE C PUILIMHTOM:

1. Cilemu 3a CBOMM aKKayHTOM. Eciu ThI mojo3peBaenib, YTO TBOS aHKeTa Oblia



B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOITUTH aIMUHUACTpPATOpaM pecypca 00
ITOM KaK MOYKHO CKOpEe;

2. Ucnonp3yit Oe3omacHble BeO-caliThl, B TOM YHWCJE, HHTEPHET-MAara3uHOB WU
TIOMCKOBBIX CHUCTEM;

3. Ucnonp3yii cnokHbie U pa3Hble napoiu. Takum obpa3zom, eciu Teds B3JI0MAIOT, TO
37IOYMBIIIIEHHUKH MOJTy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQMIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3MOMand, TO HEOOXOIMMO MPENyNpeauTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe N100aBIEHBl Yy T€0S B JAPY3bSX, O TOM, YTO TeOs B3JIOMAld U, BO3MOXHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CIaM U CCHUTKU HA (PUIIIMHIOBBIC CANTHI;

5. YcranoBu HajexHbiid napoib (PIN) Ha MOOWITBEHBII TeneoH;

6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (ailibl M Ipyrue BIOXKEHUS B MHCbMax, JaXKe €CIU OHU MPULUIH OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (DaiIbl.

Hudposas penyrauus

[Mudposast penyrauus - 3TO HEraTWBHAs WJIM MO3UTHUBHAs HH(OpMalMs B CETU O
tebe. KomnpomeTupyromas nHpopManus, pa3MeieHHas B UHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3uTbcs Ha TBOEH peaynbHOM *u3HU. "Lludposas pemyramus" - 3T0 TBOH
UMUK, KOTOPBIN opMupyeTcst u3 uHpopMaluu o Te0e B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJOKEHUE, OCOOCHHOCTU
XapakKTepa U paccKasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue TOJIpPOCTKM  JIETKOMBICIEHHO OTHOCATCS K NyOJMKAalMK  JIMYHON
uHpopmanuu B HWHTepHeTe, HEe NOHMMAas BO3MOXHBIX MOCIENCTBHMA. Thl daxke He
CMOXeNIb JorajgaTbCcsa O TOM, uTOo (ortorpadus, pasmernieHHas 5 JeT Has3ajl, craja
NPUYUHON OTKAa3a MPUHATH T€OS Ha padoTy.

Kommenrtapuu, pasmenienue tBoux ¢GoTtorpaduil M JIpyrue ACHCTBUS MOTYT HE
UCYE3HYTh AAXE IOCJIE TOro, Kak Thl MX YJAIMIUb. Tbl HE 3HACHIb, KTO COXPAaHWI 3Ty
uH(pOpMaIIMIO, MONaNa JIM OHAa B MOMCKOBBIE CUCTEMBI U COXPAHWIIACh JIU OHA, a TJIABHOE:
YTO MOAYyMAlOT O TeOe OKPYXKAIOIIUE IO/, KOTOpble HaWIyT W YBUASAT 3To. Haiitu
uH(OPMAITUIO MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak U3 MOOpBIX MOOYXIACHUHN, TaK U C
HaMEpPEeHUEM NPUYUHUTH Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI TI0 3aIIUTE MU(PPOBOI pEITyTaIUU:

1. Ilogymaii, npexzae yeMm 4To-TO MyOJIMKOBATh W NepenaBaTh y ceds B Oyore wiu B
COLIMAIbHOM CETH;

2. B HacTpolikax npo@uiisi yCTaHOBM OTpaHUYEHHsS] Ha MPOCMOTP TBOETO MPOPUIIS U
€ro COAEP>KUMOTO, CAENAal €ro TOIbKO "I npy3en”;

3. He pa3mernaii u He yka3biBail HH(POpMaIMIO, KOTOPask MOKET KOro-1uoo
OCKOPOJISTh WM 00MXKaTh. ABTOPCKOE MPaBo

CoBpeMEHHbIE IIKOJIBHUKM - AKTUBHBIE IOJb30BATENM IM(PPOBOTO MPOCTPAHCTBA.
OnHako JaneKo He BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMHU BO3MOXHOCTAMHU LU(POBOTO
Mupa TpeOyeT coOII0ICHUS MPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMmuH "WHTEIEKTyaabHass COOCTBEHHOCTh'" OTHOCHUTCA K Pa3jIU4YHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HauWHas C HOBBIX H300pETEHH M 3HAKOB, O0003HAYAIOIIHUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIAYTHM, U 3aKaHUMBasg KHUTaMH, (oTorpadusmu,



KUHO(QUIbMAMH U MY3bIKAIbHBIMHU MPOU3BEICHUSIMH.

ABTOpCKME TpaBa - OTO IIpaBa HA MHTEJUIEKTYyaJbHYI0O COOCTBEHHOCTh Ha
NPOM3BEACHUSI HAYKM, JIUTEPAaTypbl W MCKYCCTBAa. ABTOPCKHE IIpaBa BBHICTYNAIOT B
Ka4ecTBE TapaHTUU TOTO, YTO HMHTEJUICKTYAIbHBIN/TBOPUECKUI TpyA aBTOopa HE Oyaer
HaNpacHbIM, J1aCT €My CIIPaBEJIMBbIE BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTaTaX CBOETO
TpyJa, MOIyYUTh U3BECTHOCTh W Mpu3HaHue. HukTo 0e3 paspemieHust aBTOpa HE MOXKET
BOCIIPOM3BOANTH €r0 TPOU3BENEHUE, PACIPOCTPAHATh, MYOIMYHO JEMOHCTPUPOBATD,
npojaBaTh,  HUMIOPTUPOBaTh, IyCKaTb B  MpOKaT, MyOJIMYHO  HCIHOJHSATH,
MOKa3bIBaTh/UCTIONHATH B 3(pupe miu pazmemars B uTepHere.

Hcnonp3oBanue '"muparckoro" MpOrpaMMHOTO OOECHEUEHUsT MOXKET MPHUBECTH K
MHOTUM pPHCKaM: OT TMOTEpPU JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOETO
yCTPOMCTBa, T/ YCTAaHOBIIEHA HEJeTanbHas mporpamma. He cTouT Taxke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIETalbHBIC U OECIIaTHBIE IPOTPAMMBI, KOTOPHIE MOKHO HAWTH B CETH.

O noprane

CereBUUYOK.p( - TBOW TJIaBHBIN COBETYMK B CETH. 371eCh Thl MOXKEIIb Y3HaTh O
0€30MacHOCTH B CETHU TOHATHBIM U JIOCTYNHBIM $I3IKOM, a TPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyaIluu OOPAaTUTHCS 32 COBETOM. A TakKe MPHUHATH y4acTHe B KOHKypcax
U CTaTh CaMbIM HIU(PPOBHIM IPAXKIAHUHOM!



